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Abstract

This study examined how companies identify and manage supply chain risks and how those actions relate to
systemic enterprise risk management (ERM). The structure, implementation, and maintenance of supply chain risk
management (SCRM) systems and tools are described, and the potential integration of SCRM with ERM is explored.
The ERM framework proposed by The Committee of Sponsoring Organizations (COSO) of the Treadway
Commission (COSO, 2004) is used to examine such integration. Data from 46 firms were analyzed to identify which
factors affect the decision to develop an SCRM system and how the resultant systems compare to an ERM system. It
is suggested that explicitly linking SCRM with ERM will more readily advance research regarding these important
issues and support supply managers in their efforts to develop SCRM strategies, garner the necessary resources, and
execute SCRM at their firms.
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1. Introduction

Every firm is engaged in some type of risk management. However, few firms conduct risk management using a
systematic approach (Beasley et al., 2005; Bowling & Rieger, 2005). Enterprise risk management (ERM), though not
widely adopted, provides a framework and set of tools for managing risks holistically. ERM has been defined a
variety of ways, bust most definitions focus on holistically identifying, assessing and managing risks throughout an
organization and its value chain (COSO, 2004).

Supply chain risk management (SCRM), one element of ERM, is emerging as a viable, proactive, and strategic
supply chain management (SCM) application. However, existing SCRM models do not explicitly make the linkage
to ERM. This research focuses on the structure, implementation, and maintenance of a formal SCRM system and
how such a system may be integrated with ERM. The ERM framework proposed by The Committee of Sponsoring
Organizations (COSO) of the Treadway Commission (COSO, 2004) is used to examine such integration. It is
suggested that explicitly linking SCRM with ERM may more readily advance research regarding these important
issues and support supply managers in their efforts to develop SCRM strategies, garner the necessary resources, and
execute SCRM at their firms.

Data from 46 firms were analyzed to identify which factors affect the decision to develop an SCRM system and how
these factors can influence the level of ERM and SCRM success. The decision to manage supply chain risks
constitutes a major undertaking for most firms. Such an undertaking is a response to a number of factors or
influences. There seems to be recognition that succeeding requires more than simply creating a new program or
department. It is suggested that various factors act to pre-condition the firm and its systems to the introduction,
acceptance, and progress on managing supply risks.

The remainder of this paper begins with a review of the literature, followed by the methods section. The survey data
are then analyzed to profile the respondents and identify how they manage supply chain risks. The article then
concludes with an evaluation of the factors underlying the decision to develop a system for managing supply chain
risks and how these factors can be leveraged into a competitive advantage through ERM.
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2. Literature Review

The literature review consists of four related sections. First, the rationale for pursuing a standard risk framework is
presented. Next, an established ERM framework is explored. Proposed SCRM frameworks are then discussed
relative to the ERM framework. Finally, an overview of supply risks and approaches that were included in the survey
is presented.

2.1 Rationale for a Standard Framework

The advancement of research in a discipline (e.g., Just-In-Time Manufacturing, Supply Chain Management) may be
accelerated through the development and validation of frameworks and concepts generated through exploratory
empirical research. For example, the Total Quality Management (TQM) discipline leveraged standardized
frameworks to advance theory building and testing [see for example (Black & Porter, 1996; Capon et al., 1994;
Curkovic et al.,, 2000; Dean & Bowen, 1994; Flynn et al., 1994; Saraph et al., 1989)]. By leveraging such
frameworks, TQM research moved from a focus on case studies (the current state of SCRM research) to testable
models and specific research hypotheses, linking the theoretical concept of TQM to empirical indicants. Operational
definitions and standardized frameworks have contributed to TQM theory building by identifying the constructs
associated with TQM, developing scales for measuring these constructs, and empirically validating the scales. SCRM
research is still in its infancy stages and would benefit from development of standardized frameworks and concepts.

Sodhi, Son and Tang (2012) identified the lack of consensus regarding the scope of SCRM as a critical gap in SCRM
research. They suggested that there is a great need to reach a consensus on such issues in order to better
communicate with company executives and practitioners, and to more quickly advance SCRM research. They also
suggest that SCRM is a subset or extension of ERM (Sodhi et al., 2012). Given their suggestions, the COSO ERM
framework was identified as a potential consensus framework for SCRM that could fill the research gap while also
contributing to managerial efforts to link SCRM to corporate-wide risk management efforts.

2.2 Enterprise Risk Management and the COSO Framework

Global competitive landscapes and increasingly complex supply chain processes and partnerships, coupled with
increased requirements to comply with regulations, laws and industry guidelines has heightened awareness that firms
may benefit from a systematic approach to risk management. Enterprise risk management (ERM) has garnered
significant academic, consultant and practitioner interest over the last decade as a way to not only mitigate risk but to
take advantage of risk opportunities (Hoyt & Liebenberg, 2011; Nocco & Stulz, 2006). ERM is a process for
identifying, analyzing and proactively planning responses to a portfolio of risks (Bowling & Rieger, 2005; Chapman,
2003).

Though effective ERM can provide significant benefits for a firm (Hoyt & Liebenberg, 2011; Smithson & Simkins,
2005), a relatively small percentage of firms have a detailed understanding of this integrated process and adoption of
ERM is rather limited (Chapman, 2003; COSO, 2010). Ad hoc approaches to risk management by various “silos” in
an organization leads to duplication of resources, uncoordinated planning and less efficient and effective risk
management processes (Hoyt & Liebenberg, 2011).

Varying frameworks have been proposed to support and standardize implementation of systematic ERM. Sample
frameworks include the Joint Australia/New Zealand AS/NZ 4360-2004, the Turnbull Guidance, and the ISO
standards for risk management. This research adopts the framework developed by The Committee of Sponsoring
Organizations (COSO) of the Treadway Commission (COSO, 2004), shown in Figure 1. This framework perhaps the
most widely discussed and familiar ERM framework (COSO, 2010). COSO is a voluntary private sector organization,
led by the Institute of Management Accountants, The Institute of Internal Auditors Inc., Financial Executives
International, the American Accounting Association, and the American Institute of Public Accountants. COSO
provides executive management with guidance regarding effective, efficient and ethical business practices.

The COSO ERM framework consists of eight components of ERM that are needed to help a firm achieve its
objectives, as described in Table 1 (COSO, 2004; Sobel, 2006). All eight components need to be implemented and
integrated to provide effective ERM. The framework also emphasizes entity wide risk management across four
objectives: strategic, operations, reporting, compliance. The COSO framework also emphasizes that risks are
examined at each level of the organization (i.e., subsidiary, business units, division, entity) beginning with the entity
level and aggregated across all levels so that a portfolio of risks can be managed holistically (Chapman, 2003; COSO,
2004). This research focuses on the “entity” level and “operational” objectives across the eight components of ERM.
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Figure 1. COSO ERM framework

Table 1. Interrelated components of the COSO ERM framework

Component

Description

Internal
Environment

Objective Setting

Event Identification

Risk Assessment

Risk Response

Control Activities

Information &

Communications

Monitoring

Reflects alignment of the firm's risk philosophy, its appetite for risk, the risk management and
ethical culture, human resource policies and practices, assignment of responsibility, and the
organizational structure to manage risks.

Identifies the firm's competitive strategy or positioning (e.g., low cost, high quality, etc.) and
related objectives in four areas: strategy, operations, reporting and compliance, which in turn
drives objectives throughout the value chain.

Identifies possible internal and external events, and the potential interrelatedness of those
events, that impact a firm's ability to realize its strategy and objectives. Positive impact events
are "opportunities" that are channeled back to strategic planning, while negative impact events
are risks that should be managed through an integrated risk management process to help
determine how such risks might be managed.

Examines the likelihood, frequency and the impact (e.g., financial, reputation, etc.) of events
across a range (e.g., best to worst case) of possible outcomes associated with the events.

Identifies, assesses and selects risk response options that align with the organization's risk
tolerances and risk appetite. Options include avoidance (e.g., not engaging in the activity),
reduction (e.g., rebalancing the risk, reallocating resources, robust business process, etc.),
sharing (e.g., insurance, partnering, contractual agreements, hedging, etc.) and acceptance.

Establishes that risk policies and procedures are in place and properly executed, and that the
risk management initiatives are effective. Such controls may include required authorizations,
supervision, segregation of duties, reconciliations and verifications for example.

Requires that internal and external sources be used to provide appropriate and timely risk
related information that enables people to execute their responsibilities. Such communications
need to be integrated throughout the value chain and impacted organizations.

Ensures that an ERM is present and determines how well it is working so that it can be revised
and/or expanded.
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COSO defines risk as the probability that an event may occur which adversely impacts the achievement of objectives
(Chapman, 2003). However, given that some risks if managed proactively may lead to positive outcomes for a firm,
the framework supports management of positive risk opportunities and negative risk impacts.

COSO formally defines ERM as “...a process, effected by an entity’s board of directors, management and other
personnel, applied in a strategy setting and across the enterprise, designed to identify potential events that may affect
the entity, and manage risks to be within its risk appetite, to provide reasonable assurance regarding the achievement
of entity objectives.” (COSO, 2004)

ERM and related frameworks are not without detractors. Even COSO states that its ERM framework is not a panacea
and is a challenge to implement, and it invites research based on better understanding the framework (Landsittel &
Rittenberg, 2010). There is a lack of empirical research into the effectiveness of ERM in general (Hoyt & Liebenberg,
2011) and the specific frameworks in particular. Other detractors note that implementing ERM requires a substantial
commitment of resources (time, personnel, money) that are not likely to be available during lean times, and a cultural
shift of the entire organization (Ballou & Heitger, 2005) without an appropriate return on such efforts (Samad-Khan,
2005). However, with appropriate planning and execution COSO’s ERM framework may be implemented by any
organization, from large to small firms (Ballou & Heitger, 2005; Chapman, 2003; COSO, 2004).

2.3 Linking ERM and SCRM Frameworks

SCRM frameworks have also been proposed (Hallikas et al., 2004; Kleindorfer & Saad, 2005; Manuj & Mentzer,
2008; Tummala & Schoenherr, 2011). There are many similarities in these frameworks, though there is no consensus
on the scope of SCRM (Sodhi, et al., 2012). In some cases, the concepts are the same, but the terms used are slightly
different (e.g., risk assessment versus risk evaluation) and some frameworks do not explicitly identify key processes
(e.g., monitoring and review). Table 2 compares four SCRM frameworks with the COSO framework.

Table 2. Comparison of SCRM Frameworks to COSO

Tummala &
Hallikasa et. al., Kleindorfer & Saad, = Manuj & Mentzer, Schoenherr,
COSO 2004 2004 2005 2008 2011
Internal Environment
Objective Setting
Event Identification Risk identification  Specifying sources Risk Identification Risk Identification;

of risks and Risk Measurement

vulnerabilities
Risk Assessment Risk assessment Assessment Risk assessment and  Risk assessment;
evaluation Risk Evaluations
Risk Response Decision and Mitigation Selection of Risk mitigation &
implementation of appropriate risk contingency plans
risk management management
actions strategies;
Implementation of
supply chain risk
management
strategies;
Mitigation of supply
chain risks
Control Activities
Information &
Communications
Monitoring Risk monitoring Risk control &
monitoring
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Though SCRM frameworks and COSO share many similarities, there are significant differences. Most noticeably,
the COSO framework explicitly identifies internal environment, objective setting, control activities and information
& communications as key components of risk management. Some of those components are implied and/or integrated
into some of the SCRM frameworks, but the COSO framework provides a more explicit and comprehensive
framework. This might be expected as COSO is an “enterprise: framework while the SCRM frameworks are
“operational”. But that is the point. Until SCRM is positioned as a key component of ERM, supply managers will
continue to struggle to secure the resources and to make risk decisions that support corporate wide strategy and
objectives, and researchers will struggle to identify and measure risk management factors.

2.4 Supply Chain Risks and Practices

Firms face multiple supply risks, whether in combination or isolation. Sample risks include supplier reliability/failure,
information errors, natural disasters, shrinkage, capacity shortages, financial instability, currency exchange rate
fluctuations, port security and increased government regulations for example (Blackhurst et al., 2005; Kumar &
Verruso, 2008; Liu & Cruz, 2012; Manuj & Mentzer, 2008; Tummala & Schoenherr, 2011; Zsidisin & Hartley,
2012). Each risk might require a specific SCRM technique (Zsidisin & Wagner, 2010).

SCRM treatment options include evaluation and trust building (Laeequddin et al., 2009), use of dual sources (Khan
& Burnes, 2007), environmental scanning (Zsidisin et al., 2004), combined capacity reservation contracts and spot
markets (Inderfurth & Kelle, 2011), supply chain modeling and information systems integration (Giannakis & Louis,
2001), qualification and use of capable suppliers (Manuj & Mentzer, 2008), supplier quality management initiatives
(Holschbach & Hofmann, 2011), buffer inventory (Tang, 2006), contingency plans (Kleindorfer & Saad, 2005),
credit analysis (Kern et al., 2012), strategic sourcing and flexibility (Chiang et al., 2012), forward buying or hedging
(Zsidisin & Hartley, 2012) and supplier development (Matook et al., 2009) for example. Despite the plethora of risks
and risk management approaches, few firms have a structured SCRM approach (Martin et al., 2011).

3. Research Method

The purpose of this study was to identify how companies identify and manage supply chain risks and how those
actions relate to systemic ERM. The research was exploratory in nature. A purposeful sample was selected to support
the research objectives and methodology (Eisenhardt, 1989; Miles & Huberman, 1994). Key criterion included that
the company would agree to identify an informed respondent, reply in a timely manner to a scaled and open ended
survey, and be willing to participate in follow-up questions as needed. All targeted companies were known to support
supply management educational programs and professional associations.

A total of 67 surveys were sent to perceived supporters of the effort. Several industries were chosen for this study to
achieve some level of generalizability. A total of 46 completed responses were received. Early to late respondent
survey comparisons were made to analyze potential non-response bias (Armstrong & Overton, 1977). The mean
values for 7 randomly selected questions were compared between the first 25% of responses and the last 25% of
responses. No statistically significant differences were found between responses. The majority of non-respondents
indicated that either company policy prevented them from participation in this particular survey or that resources
were constrained when the survey was distributed.

4. Results

4.1 Respondent Profiles

The majority of responses (84.8%) were from manufacturing firms (e.g., automotive, electronics, furniture,
aerospace, etc.). All companies were based in North America and had global sales. Approximately 60% of
companies were publicly owned, 33% privately owned and 7% publicly/privately owned. Companies were asked to
have the survey completed by the person most familiar with supply risk management in their organizations. Table 3
suggests that informed respondents replied to the survey.

Table 3. Respondent titles

Title Percent
Procurement or Supply Chain Leader / Manager / Coordinator 37%
Supply Chain Director / Vice President 16%
Materials / Inventory Manager 16%
Strategic / Senior Buyer 13%
Plant Manager 6%
Supply Chain Analyst 6%
Account / Sales Director 6%
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4.2 Data Mapped to COSO Framework

Enterprise and supply chain risk management is a highly integrated process that requires coordination of strategy,
process, policy and tools throughout the value chain. Though discussed in separate sections below, each of the
categories of the COSO ERM framework should be present and integrated to most effectively manage risks.

4.2.1 Internal Environment and Objective Setting

Table 4 provides descriptive statistics related to internal environment and objective setting. All “agree / disagree”
questions are scaled from 1 = strongly disagree to 7 = strongly agree. All “extent of use” questions are scaled from 1
= not used to 7 = extensively used.

Need: Respondents clearly believe that risk management is a critically important strategic initiative for their firms
and that the management of risk should be a core issue in the planning of any organization. However, the
concomitant development of resources, tools and budgets appears lacking as suggested below.

Approach: Managing risks requires an integrated and systemic approach as he COSO framework suggests. Firms
recognize that no single set of tools or technologies exist to manage all risks, so despite the clear need there is a
significant challenge in implementation. Approximately half the firms agreed that supply chain risks are managed
reactively rather than proactively, and that risk initiatives are driven top-down. It appears that in the absence of risk
management applications, these firms are building risk considerations into traditional SCM applications (e.g., spend,
contract, & inventory management, demand planning, benchmarking, building long-term partnerships, etc.) on an
ad-hoc basis.

Budget: Respondents suggested that firms are spending funds on supply risk management, but few suggested that
spending was “very high” (only 26% of firms agreed that spending was very high.) Budget allocations varied
depending on firm size (larger firms having larger budgets) and industry type (service firms spending more on
logistics issues, manufacturing firms spending more on supplier failure issues.) With regards to potential change in
budget for the next year, 45% indicated an increase, 41% no change, and only 14% indicated a decrease. Companies
also indicated that ownership of investments for managing supply chain risks generally resides with Supply
Chain/Purchasing (60%), though in some firms other areas had ownership (Manufacturing/Operations = 12%,
Accounting/Finance = 7%, Quality = 6%, Legal = 6%, IT = 3%, Logistics = 3% and Risk = 3%.). Only 17% of firms
had a specific budget to address supply chain issues, with other firms reporting that budget for managing supply
chain risks came from other specific department (57%) or general operations (26%). It seems that while spending
intentions for managing supply chain risks are moderate, funding is poorly targeted and ownership is not centered
within the SCM discipline. Managing risks is just now reaching the core of traditional and mature SCM applications.
Organization: Respondents indicated that they have no intention to outsource risk management. Currently however,
the supply chain function lacks the appropriate knowledge and structure (e.g., no supply risk managers linked with
corporate risk managers) to most effectively mitigate supply risks. It would appear that the corporate function is
involved with risk management but does not necessarily coordinate risk management activities in the whole group.
Table 4. Internal environment and objective setting

NEED Mean  Std. Dev.
Managing supply chain risk is an increasingly important initiative for our operations. 5.65 1.30
Without a systematic analysis technique to assess risk, much can go wrong in a supply chain. 5.54 1.03
It is critical for us to have an easily understood method to identify & manage supply chain risk.  5.30 1.23
My workplace plans on evaluating or implementing supply chain risk tools and technologies. 4.98 1.58
We are very concerned about our supply chain resiliency, and the failure implications. 4.78 1.59

APPROACH
There is no single set of tools or technologies on the market for managing supply chain risks. 5.24 1.49
We are currently using some form of supply chain risk management tools and services. 4.46 1.93
Managing supply chain risks is driven by reactions to failures rather being proactively driven. 4.39 1.36
Proactive risk mitigation efforts applied to the supply chain is common practice for us. 4.33 1.49
Supply chain risk initiatives are driven from the bottom up rather than top down. 3.67 1.56

BUDGET
We do plan on investing nontrivial amounts in managing supply chain risks. 4.30 1.86
Funding for managing supply chain risks will come from a general operations budget. 3.91 1.94
We have a dedicated budget for activities associated with managing supply chain risks. 3.65 1.96
Our spending intentions for managing supply chain risks are very high. 3.37 1.58

ORGANIZATION
I fully understand the activities being performed by our risk management group. 4.00 1.86
Supply chain employees understand government legislation & geopolitical issues. 3.70 1.26
My workplace uses supply chain risk managers who work closely with corporate risk mgmt. 2.53 1.74
We are planning to outsource all or some of our risk management functions. 2.25 1.28
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4.2.2 Event Identification and Risk Assessment

Table 5 suggests that although specific risk issues (e.g., moving facilities overseas) may be carefully evaluated, only
about half the firms indicated that a key part of SCM is documenting the likelihood and impact of risks. Further, only
half the firms exploit risks to an advantage, This is not surprising given that few firms have an integrated risk
strategy and appropriate supply chain risk management skills as previously discussed.

Respondents see a broad set of risk factors that pose a disruption to their supply chains. These risks did not vary
much by industry. Supplier failure/reliability, bankruptcies of suppliers, logistics failure, commodity cost volatility,
natural disasters, and strikes/labor disputes were the highest rated factors. The non-manufacturing respondents were
more inclined to place a higher priority on logistics failure which is not surprising since they were mostly made up of
distributors and a retailer. Respondents were also asked if each supply chain risks would increase, stay the same, or
decrease in the next 1-2 years. The risks most frequently identified as increasing in the future include: currency
exchange, interest, and/or inflation rate fluctuations; commodity cost volatility; bankruptcy, ruin, or default of
suppliers, shippers, etc.; and banking regulations / tighter financing conditions

While supplier failure is a high risk factor for all the firms and will increase in risk for several of the firms, 13 firms
did say that they expect supplier failure to be less of a risk in the future. A close assessment of these 13 firms reveals
that they have done the most to build risk considerations into as many SCM applications as possible.

Some of the top risk factors are to a large extent beyond the control of buying organizations (e.g., natural disasters,
default or ruin of supplier, geopolitical events). Managers insisted that while preventing these will not always be
possible, reacting to them quickly is an option through contingency planning.

Table 5. Event identification and risk assessment

Issue Mean Std. Dev.
Risks of moving manufacturing facilities overseas are carefully evaluated. 5.65 1.15
Supplier reliability and continuous supply is the top risk factor for our supply chain. 5.35 1.34
Risks of not being able to fulfill a spike in consumer demand are carefully evaluated. 5.22 1.25
Key metrics are in place to measure the risk associated with key suppliers. 4.65 1.68
We apply high levels of analytical rigor to assess our supply chain practices. 4.37 1.53
A key part of our supply chain management is documenting the likelihood & impact of 4.20 1.67
risks.

We can actually exploit risk to an advantage by taking calculated risks in the supply 4.02 1.63
chain.

Taxes such as excise and VAT impact our supply chain decisions. 3.86 1.69

4.2.3 Risk Response

Table 6 suggests that companies use a range of response options by accepting, reducing or sharing risks. Inventory
management in particular was a critical SCM application used to buffer risk and serve as a de-coupler between
echelons of the supply chain when risk was accepted. The table also suggests that although contingency plans may be
in place, there will always be some disruptions that ultimately will impact a firm.

Reduction activities focused on the standard SCM practice of identifying qualified suppliers. Very few firms used
postponement or product differentiation approaches, somewhat surprising given the discussion of “mass
customization” and “portfolio management” over the last decades. Risk sharing appears to be focused on
development of strong supplier relationships. Few firms seem to be taking advantage of hedging and speculation
approaches, particularly given the recognized volatility of global markets. Even fewer firms seem to be engaged in
joint technology development, which is where lifecycle risks might be most effectively addressed.

4.2.4 Control Activities

Table 7 suggests that firms are not using training or network optimization tools to ensure risk management practices
are properly executed. However, other performance analysis tools (e.g., spend analysis, business process
management) seemed to be in place, though it is unclear if such tools are integrated to optimize the entire value chain
performance.
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Table 6. Risk response

Item Mean Std. Dev.
ACCEPTANCE
Inventory management (buffers, safety stock levels, optimal order/production qty.) 4.96 1.69
We have placed an increased focus on inventory management to deal with supply 4.80 1.34
risks.
Our suppliers are required to have secure sourcing, business continuity, & 4.62 1.71
contingency plans.
Contingency Planning (jointly with suppliers) 4.22 1.25
We are prepared to minimize the effects of disruptions (terrorism, weather, theft, 3.70 1.31
etc.)
REDUCTION
Using an approved list of suppliers 5.78 1.18
Multiple sourcing (rather than sole sourcing) 4.04 1.36
Increasing product differentiation 391 1.50
Postponement (delaying the actual commitment of resources to maintain flexibility) 3.70 1.35
SHARING
Partnership formation and long-term agreements 5.11 1.08
Supplier development initiatives 4.83 1.37
Speculation (forward placement of inventory, forward buying of raw material, etc.) 4.07 1.69
We are hedging our raw materials exposure to reduce input cost volatility. 3.78 1.49
Hedging strategies (to protect against commodity price swings) 3.61 1.63
Joint technology development initiatives 3.59 1.47

Table 7. Control activities

Item Mean Std. Dev.
Spend management and analysis 4.85 1.53
Inventory optimization tools 4.78 1.66
Business process management 4.65 1.37
Credit and financial data analysis 4.54 1.60
Contract mgmt (e.g., leverage tools to monitor performance against commitments) 4.48 1.64
We use network design and optimization tools to cope with uncertainty in the supply 3.66 1.85
chain.

Training programs 3.54 1.59

4.2.5 Information & Communications

Table 8 suggests that information systems and communications channels are relatively well established to support
supply activities. However, overall visibility is only modest and supply chain risk information accuracy and
availability is less than optimal. The information that is communicated can certainly help manage risks, but without
communication of risk factors overall ERM effectiveness may be limited.

Most firms in this study did not use their information technology to evaluate their supply chain networks and risks. A
few firms did leverage their technology to periodically assess strategic decisions about where to locate distribution
centers and manufacturing capacity, and to determine how to service customer demand at the lowest cost and risk.
None of them however were using network-design tools in innovative ways such as modeling risks or modeling the
networks of their key competitors to test various scenarios and to perform “what-if” analysis.
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Table 8. Information and communication

Item Mean Std. Dev.
Information gathering 5.67 1.21
Establishing good communications with suppliers 5.65 1.04
Our company uses real-time inventory information and analytics in managing the 4.76 1.52
supply chain.

Forecasting techniques (e.g., to pre-build & carry additional inventory of critical 4.61 1.57
items)

Visibility (detailed knowledge of what goes on in other parts of the supply chain — e.g., 4.26 1.29
finished goods inventory, material inventory, WIP, pipeline inventory, actual demands

and forecasts, production plans, capacity, yields, and order status)

Data warehousing 4.09 1.76
Supply chain risk information is accurate and readily available to key-decision makers. 3.87 1.57
Demand signal repositories 342 1.85
Network design analysis programs 3.25 1.94

4.2.6 Monitoring

Table 9 indicates that firms are monitoring supply chain performance using traditional processes (e.g., supplier visits
and assessment systems) but relatively few assess their risk management processes relative to best in class. Table 10
suggests that most firms are relatively satisfied with key SCM performance outcomes. However, 65% of the
respondents indicated that they have had supply disruptions that have caused financial hardships in the past 24

months.

Table 9. Monitoring

Item Mean Std. Dev.
Supplier performance measurement systems 5.35 1.61
Visiting supplier operations 5.04 1.32
Consistent monitoring and auditing of a supplier’s processes 4.59 1.72
Benchmarking (internal, external, industry-wide, etc.) 4.59 1.54
We have placed an emphasis on incident reporting to decrease the effects of 4.50 1.43
disruptions.
We actively benchmark our supply chain risk processes against competitors. 3.57 1.68
Table 10. Satisfaction with performance
Item Mean Std. Dev
Damage-free and defect-free delivery 541 0.83
Meeting customer service levels 5.07 1.20
Logistics and delivery reliability 4.96 1.01
Order completeness and correctness 4.96 1.11
Supplier reliability and continuous supply 4.85 0.99
Reduced disruptions in the supply chain 4.59 1.15
After sales service performance 4.57 1.29
Inventory management 4.52 1.22
Lower commodity prices 3.98 1.27
Reduced material price volatility 3.80 1.51
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5. Discussion

Risk management professionals and organizations, including COSO, indicate that risk management is led by senior
management, and that ERM is a continuous process embedded throughout the organization’s culture, strategy and
processes, and that is integrated across all levels of the firm. ERM translates strategy into tactical and operational
objectives, assigning ownership throughout the organization with each manager and employee responsible for the
management of risk as part of their job description. It supports accountability, performance metrics and rewards,
promoting operational efficiency at all levels including SCM. However, most of the supply risk management
strategies in this study appear to be fragmented (e.g., one group buys insurance, another administers claims, another
handles everything related to safety or security, another selects dual sources, etc.)

SCM focuses primarily on the input part of the value chain, though it has at least some type of support role
throughout the value chain. A closely aligned strategy and relationship between risk managers and others in the
organization supports effective supply chain risk management. A corporate risk management group can address risks
for the entire supply chain and life cycle of a program. There has been an increased recognition of the “Chief Risk
Officer” position to take on such responsibilities. Though not an absolute requirement, having somebody in charge of
ERM enables integrated risk management. The supply chain risk manager would work closely with corporate risk
management, as well as with the supply chain managers. In this study, a gap was suggested as firms failed to use
supply chain managers who work closely with corporate risk management, and managers did not fully understand the
activities being performed by their risk management groups.

Gaining management support may be the most challenging part of implementing a proactive system for managing
risks in the supply chain. SCM leaders might emphasize the importance of supply chain risk management to senior
management in order to get the properly targeted resources necessary to implement such a system, rather than the
poorly targeted budgets seen in this study. The firms in this study recognized the need for risk management and had
at least moderate top management support for such initiatives. This suggests the strong potential for proactive risk
management, yet few firms seem to have such an approach.

Managers agreed that without a systematic analysis technique to assess risk, much can go wrong in a supply chain
(i.e., unexpected cost, extended lead times, poor quality, or numerous other negative performance variables).
Analyzing the risk associated with SCM is a relatively new subject, and little has been done to assist managers with
this process. It would seem a key first step is documenting and analyzing risk. The method for analyzing supply
chain risk should be a cross-functional process that involves senior management as well as key stakeholders from
finance, operations, internal audit, and risk management. This could make roles unclear, so responsibilities need to
be defined. The companies in this study generally have not adopted such boundary spanning processes for risk
management. Instead, they have managed risks within functional silos.

In the absence of cross functional processes and lacking risk management applications, the supply chain managers in
this study are building risk considerations into existing traditional SCM applications (e.g., spend, contract, &
inventory management, demand planning, benchmarking, etc.). This study suggests that supply chain managers
generally coordinate the work to maintain an optimal balance between risk exposures and costs for damages versus
protection activities.

Supply chain risk management goes beyond documenting the likelihood and impact of risks. It also provides
visibility to risks when they occur and translates that risk information to key decision makers so that they can
evaluate and act on information. This study suggests that throughout the supply chain, key operational data and
information such as inventory, demand, forecasts, production and shipment plans, work in progress, yields,
capacities and backlogs was accessible to key members of the supply chains. However, this study also showed that
documenting the likelihood and impact of risks was not always a key part of SCM and that supply chain risk
information was not readily available to key decision makers. Perhaps because of this risk information shortcoming,
very few of the firms were able to exploit risk to an advantage by taking calculated risks in the supply chain and even
fewer were prepared to minimize the effects of disruptions. Thus, it is important that data and information are tightly
managed and that any updates are made as timely as possible. The accuracy of the data should be a source of
confidence to the parties using the data.

The role of supply network design and optimizations tools for risk management is still evolving on the SCM side.
Some of the firms in this study make use of network design tools for infrequent, long-range decision making, such as
manufacturing location or distribution capacity given long-term demand expectations. However, there was no
indication that there are new cases of usage, such as helping companies understand, model, and cope with increasing
levels of uncertainty in the supply chain or network. Some companies have adopted software tools to address
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multi-echelon inventory optimization. Firms are using these tools to apply probabilistic forecasting techniques to
make inventory policy and configuration decisions and to evaluate different inventory strategies, though none of
them used it to evaluate postponement strategies. Used effectively, they can help companies improve
customer-service levels and fill rates, dampen the impact of supply disruptions, reduce risk, and yield better trade-off
decisions between customer-service levels and required inventory investment.

All of the firms in this study have developed and monitor a set of performance metrics to maintain a risk profile for
their supply chains. They do so by using an assortment of tools and techniques such as: initial supplier evaluations,
QS audits, industry benchmarking, supplier questionnaires, report cards, capacity planning, lead-time analysis,
financial risk assessment, business continuity plans, risk analysis based on accounts payable performance, historical
data, technical capability assessment, on-site capability reviews, forecasting techniques and analysis, data tracking
with customers to identify demand trends, supplier performance measurement, etc. Some also used supplier risk
rankings, similar to credit scores used in the financial industry, to measure suppliers on stability, contingency
planning, and on-target delivery performance. Firms tracked this type of performance through supplier scorecards to
monitor leading indicators that impact risk. However, no firm had an ongoing risk-review process to ensure that they
keep their risk profile within an optimal range of economic impact. In general, the development of proactive risk
management performance metrics in the supply chain was lacking in this study. The supplier scorecards were not
balanced, optimal, and supported reactive decision making.

Several of the firms used financial reports and questionnaires during supplier approval to compare supply candidates
to the business requirements of the buyers or project teams. When justified by a perceived level of risk, a few of the
firms went one step further and had candidate comparison matrices (e.g., supplier profiling form and supply chain
PFMEA). Additionally, most had formal processes for supplier visits (e.g., rapid plant assessment, site verification of
the supplier questionnaire, etc.). Some firms used life cycle management with supplier report cards and their buyers
would conduct periodic supply chain reviews. In one firm, sourcing was assigned risk ownership and they used
PFMEA principles to evaluate risk impact. For each risk, they would assess what the financial impact would be in
the event of a disruption. They then assigned a probability to each risk area and then they prioritized by multiplying
the financial impact by the risk probability.

This study also demonstrates that the measurement of risk factors does not necessarily require a new or unique set of
performance measures. For example, one firm used average on-time delivery as a measure of supplier performance
and chose to look more closely at the peaks and valleys of this indicator to determine the supplier’s risk impact on its
own delivery performance. In another example, key metrics were established to measure the risk associated with key
suppliers and their performance against service level agreements. Supplier agreements were then aligned with the
established levels negotiated with the company’s key customer agreements.

Firms face a variety of risks and are unlikely to be able to cost effectively identify and respond to all risks. Some
firms conducted a Pareto analysis to determine where to focus their SCM risk management efforts. The most
common current risk identified by respondents was supplier failure. Though some firms indicated that in the future
such risk will decrease, more firms indicated that the risk will increase. This provides support for the suggestion that
current ad-hoc approaches by the firm and SCM are largely ineffective in the long term.

Commodity cost volatility was also a growing concern, but with limited amounts of systems to manage its risk. For
example, the majority of the firms strongly disagreed that they were using hedging strategies (to protect against
commodity price swings) and speculation (forward placement of inventory, forward buying of raw material, etc.) for
managing supply chain risks (and yet it was identified as one the top risk factors). Not surprisingly, firms were very
disappointed with their supply chain’s performance on lower commodity prices and reduced material price volatility.
Only one firm in the sample had a system in place to proactively manage commodity prices. This firm had a
dedicated staff that used a price sliding system on key commodities which were tied to market indices (e.g., plastics,
metals, rubbers, etc.).

Some firms in this study used management scorecards (e.g., dashboards, reviews, audits, etc.) to identify trends in
advance and to view the progress of their supply chains according to a collection of performance indicators. In this
manner, they do get some early warning signs if suppliers or carriers are underperforming. However, they fall short
on having systems with event-based alerts that let them know when their supply chains are at risk. Until that happens,
it will be difficult for managers to take appropriate and well managed risks. Instead, they may outsource to low cost
regions to meet their cost savings goals and not stay within an optimal range on the risk management side.

In general, no one was compensated or incented in their day to day job to look at and evaluate the risks within an
optimal range of economic impact. For example, a typical off-shore target for several supply chain managers was to
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achieve “x” million dollars of component off-shore in “y” years. Such situations may force managers to compromise
on risk issues as they focused on achieving cost efficiency. If the reward system only rewards those who achieve
their objectives irrespective of due attention to risks, then managers will strive to achieve objectives at the cost of
disproportionate risks. In most of the firms in this study, the major objectives were to reduce inventory, improve
in-stock availability, and cut costs. Most of these firms had specific targets for off-shore sourcing that that forced
managers to inevitably compromise on risk issues. Managing risks in the supply chain was perceived as something
that contradicts the process of achieving other company objectives.

Responses to supply risk included acceptance, reduction and sharing. Though firms used a variety of techniques,
unfortunately this research did not determine if the techniques were used based on sound risk management principles
or because it was the only technique the firm was able to implement. Perhaps the old adage that “if the only tool you
have is a hammer, then everything looks like a nail” applies to supply risk management.

6. Conclusion

This descriptive research examined existing supply chain risk management (SCRM) strategies, processes and
frameworks to determine how well they align and integrate with enterprise risk management (ERM) systems. It is
suggested that the ERM framework proposed by The Committee of Sponsoring Organizations (COSO) of the
Treadway Commission (COSO, 2004) provides a reasonable framework that enables firms to accomplish integration
of SCRM and ERM. Such integration of SCRM with ERM frameworks may provide a more solid foundation for
future research through the use of consistent terms, measures, contexts and interrelationships. Such integration might
also enable supply managers to more efficiently and effectively develop SCRM strategies, secure the necessary
resources, and execute SCRM at their firms.
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