www.sciedu.ca/bmr Business and Management Research Vol. 2, No. 3; 2013

Technological and Mobility Trends in E-Government

Ali M. Al-Khouri'
! Emirates Identity Authority, Abu Dhabi, UAE & British Insitute for Technology and eCommerce, London, UK

Correspondence: Ali M. Al-Khouri, Emirates Identity Authority, Abu Dhabi, UAE & British Insitute for Technology
and eCommerce, London, UK. E-mail: Ali.AlIKhouri@emiratesid.ae

Received: August 7, 2013 Accepted: August 20, 2013 Online Published: August 21, 2013
doi:10.5430/bmr.v2n3p90 URL: http://dx.doi.org/10.5430/bmr.v2n3p90
Abstract

Electronic government (e-government) has been attracting the attention of the world for the past two decades, and
specifically, upon the advent of the internet. Governments worldwide have spent billions of dollars to date to
transform themselves into e-government. However, their efforts and large investments resulted mainly in online
portals and scattered electronic services. Various studies indicate that e-government initiatives are failing to meet
citizens' expectations for convenient service delivery systems. Nonetheless, the rapid pace at which technology is
innovatively evolving and its disruptive nature is forcing new realities to be accepted in e-government domain. The
new forms of mobility made possible by the transforming technologies are not only changing how people live their
lives today, but also redefining business models, employee productivity, customer relationship, and even how
governments are structured. The growing usage of smartphones and tablets have significant impact on all industries,
but at large how government services are delivered. This study attempts to provide some qualitative input to the
existing body of knowledge. It sheds light on some trends that have high impact to disrupt existing
technological-based channels of interaction between governments and citizens, and ultimately on service delivery. It
also sheds light on the role of modern identity management infrastructure in enabling higher levels of trust and
confidence in mobile transactions.
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1. Introduction

Today’s world is going through rapid transformation owing to the fast pace of change in technological development
and adoption. The constant evolution in the field of technology is pushing governments and businesses alike to move
from a product-based to an information-based mentality and practice. However, this is not easy to achieve in light of
the vacuum of revolutionary digital concepts and substances with which we live. Success in the e-government
domain is very much determined by the agility and flexibility of organizations to evaluate and strategically align
their businesses to the growing choices of enabling technologies.

In principle, enabling technologies can come in two forms: sustaining or disruptive innovation (Christensen, 1997;
2003). Sustaining innovation are those existing but incrementally evolving technologies that can be incorporated into
present practices and structures of organizations to establish a positive and sustainable impact on capabilities,
business operations, and models. On the other hand, disruptive innovation simply forces changes in existing business
practices and models, bringing a new twist to existing markets and technologies, and displaces them over time. The
effect of disruptive innovation is new and revolutionary.

In practice, organizations get locked-in with their legacy systems and technologies, and usually get used to focusing
on development possibilities of such legacies. Such systems and technologies may well help organizations, for
instance, to improve performance in marketing, sales, and customer support, lower costs, and improve margins,
among other ways. However, disruptive innovation attempts to bring to niche markets similar capabilities, but adds
real value to customers (Piao & Okhuysen, 2012). In other words, disruptive innovation seeks to offer a technology
that pays higher attention to simplicity, convenience, ability to customize, and/or price dimensions (Dombrowski &
Gholz, 2009; Robb, 2006). Disruptive innovation is about delivering innovations aimed at a set of customers whose
needs are being ignored (Gilbert, 2012). As depicted in Figure 1, once a truly disruptive product or service takes root
in simple applications at the bottom of a market, it can move relentlessly up market, eventually displacing
established competitors.
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Figure 1. Disruptive Innovation
Source: Christensen (2003)

Market trends indicate that the coming years will witness a storm of both sustaining and disrupting innovations,
which will shake and reshape all markets and industries (Hang & Kohlbacher, 2008; Kim & Mauborgne, 2005; Paap
& Katz, 2004; Tellis & Golder, 2003). This in turn will also have a significant impact on global economies and
government work in relation to e-government development.

There is a strong relationship between e-government progress and technological developments as we highlighted
earlier. E-government is still struggling to move to more advanced levels of development amidst the growing choices
of technologies. Although the full transformative upshots of e-government loiter unrealized in principal, the
precipitous augmentation in interest and resources dedicated to e-government initiatives is likely to contribute to the
development of this cardinal field of practice.

In this article we focus on shedding light on some technological trends that governments need to heed in their
e-government initiatives. These trends are expected to have a high disruptive impact on existing e-government
service delivery methods, as well as the interactions channels between governments and citizens. The design and
content of this article aims to contribute towards providing a helicopter-level view of what policymakers and
practitioners need to be paying attention to in terms of conceptual and technological developments in the field of
e-government.

This article is structured as follows. Section 2 provides a short overview of the field of e-government. Section 3
outlines five major technological developments and trends that governments need to address in their e-government
initiatives. Section 4 stipulates the evolving role of modern identity management infrastructures in enabling
identification and authentication methods on smart mobile phones. Section 5 provides a brief discussion and
reflection on areas surrounding the implementation and progress of e-government, and the article is concluded in the
following section, section 6.

2. e-Government: A State of Constant Change and Revolution

According to the World Bank e-government refers to the use, by government agencies, of information technologies
(such as Wide Area Networks, the Internet, and mobile computing) that have the ability to transform relations with
citizens, businesses, and other arms of government (World Bank, 2011). These technologies can serve a variety of
different ends: better delivery of government services to citizens, improved interactions with business and industry,
citizen empowerment through access to information, or more efficient government management (World Bank, 2011).
Among the many potential contributions include lessening corruption, increased transparency, greater convenience,
revenue growth, and/or cost reductions.

There are hundreds of other definitions in the current literature of what e-government means (Andersen & Henriksen,
2005; Atkinson, 2003; Brown, 2003; CDT, 2002; De, 2004; Devadoss et al., 2002; Gronlund, 2002; Satyanarayana,
2004; Shailendra et al., 2007; UNDESA, 2003). Most definitions in the field of practice take a governance
perspective (Gronlund & Horan, 2004). All in all, e-government globally is viewed to not only to be about
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computerization of a government system or a technology endeavor but a belief in the ability of technology to achieve
high levels of improvement in various areas of government (APT, 2012). Accordingly, various models have been
developed to implement e-government and leverage IT in facilitating organizational change in government business
(Zarei et al., 2008). E-government implementation (or maturity) models primarily use the X and Y dimensions of
complexity and integration levels to illustrate the development as we move from one phase to another.

Figure 2 depicts one of the early e-government models that consist of four phases. The first phase embodies an early
and very basic online presence, where governments start creating websites and use them for informational and very
limited interactions with citizens. Phase two involves creating links to archived information that is easily accessible
to citizens, as for instance, documents, forms, reports, laws and regulations, and newsletters. In the third phase,
governments develop interactive portals that provide online services and aim to enhance online user experience, e.g.,
downloadable forms for tax payments and applications for license renewals. The fourth phase is where all
government transactions are conducted online, and available on a “24/7” basis.
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Figure 2. Early e-Government Models

Another model is depicted in Figure 3. It provides a more enhanced view of e-government development stages.
Although the first and second phases are similar to the ones in the earlier diagram, the third and fourth phases are a
little different in the below diagram. The online services provided in the third phase are limited to a single
organization. Services at this stage include not only traditional internet-based services, but are delivered on various
electronic channels, some of which might be considered disruptive, like iPad apps for instance. Services in the fourth
phase are cross boundaries, and involve concepts like a “one-stop-shop” where some kind of collaboration is needed
between government agencies to enable such business models.
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Figure 3. e-Government Evolution to Collaboratively Enable Inter-Agency Transactions
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The third e-Government model is depicted in Figure 4. Compared to the earlier (second) model, this model pushes
the transactional phase one step back to phase two, and breaks down the third phase into two new phases. The third
phase is where governments initiate the transformation of their processes and services rather than the automation.
The focus at this stage is on integration of government functions at different levels, such as those of local
governments and central/state governments. The fourth phase focuses on the integration of different functions from
separate systems so as to provide citizens with a unified and seamless service and true one-stop-shopping experience
(Layne & Lee, 2001). The authors indicate that the integration of heterogeneous requirements and resolving
conflicting system requirements across different functions are typically major stumbling blocks for any government
to reach this stage.
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Figure 4. e-Government Evolution to Vertical and Horizontal Integration

Figure 5 depicts other models that specify the level of maturity or development of e-government.

Gartner Publish —» Interact —» transact — integrate

UNDESA emerging —» enhanced — interactive —» transactional —» networked

OECD information — interaction — transaction & and transformation

Figure 5. e-Government Maturity Models
Source: Baum and Maio (2000); Field et al. (2003); UNDESA (2003)

From our view point, Layne and Lee’s four-stage model (2001) is more applicable to guide current development
efforts. Our research and studies in the field indicate that governments have had limited successes in practice
(Al-Khouri, 2013; Al-Khouri & Bal, 2007). There is no real evidence of success stories of true vertical and horizontal
integration projects. Nonetheless, many of the announced successes in integration projects are superficial and cannot
elevate to enable seamless and real-time transactions.

Various studies also indicate that almost 85 percent of e-government projects are failures (Heeks, 2006; Stanforth,
2010). See also Figure 6. This sounds horrific if we take into consideration the gigantic investments in this field
(Gubbins, 2004). Despite this fact, the field of practice and academia did not succeed to present a clear recipe to
achieve success and avoid failure, but rather we find hundreds of approaches, frameworks, and methodologies to
support successful implementation.
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Figure 6. Survey Results of e-Government Implementations

Despite all the work and reasons listed in the existing literature, as practitioners we tend to believe that the evolving
nature of technologies is among the many reasons for such stories of failure and the confusion in the field. Let us

look at Gartner hype cycles to explain our point here.

The Gartner hype cycle depicted in Figure 7 graphs the visibility and adoption of a technology and its applications
over time. Each hype cycle drills down into five key phases of a technology’s life cycle: technology trigger, peak of
inflated expectations, trough of disillusionment, slope of enlightenment, and plateau of productivity. Table 1 provides
an explanation of each hype cycle. Simply put, these stages typically show technology evolution and industry
excitement about it. These technologies have two ways of changing: either they disappear as they fail to meet the
wild expectations of the industry, or they will evolve further to become more relevant to solving real business
problems and present new opportunities. The overhyping and ever increasing technological options put governments

in a dilemma of what to choose and what path to follow. See also Figure 7.
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Figure 7. Gartner Hype Cycle
Table 1. Five Phases of a Gartner's Hype Cycle
Hype Cycle Description
Technology Trigger A potential technology breakthrough kicks things off. Early proof-of-concept
stories and media interest trigger significant publicity. Often no usable products
exist and commercial viability is unproven.
Peak of Inflated Early publicity produces a number of success stories, often accompanied by
Expectations scores of failures. Some companies take action; many do not.
Trough of Interest wanes as experiments and implementation fail to deliver. Producers of
Disillusionment the technology shake out or fail. Investments continue only if the surviving
providers improve their products to the satisfaction of early adopters.
Slope of Another instance of how the technology can benefit the enterprise starts to
Enlightenment crystallize and becomes more widely understood. Second- and third-generation
products appear from technology providers. More enterprises fund pilots;
conservative companies remain cautious.
Plateau of Mainstream adoption starts to take off. Criteria for assessing provider viability
Productivity are more clearly defined. The technology’s broad market applicability and
relevance are clearly paying off.
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The point that we would like to make here is that of the dynamic nature of technological evolution and the somewhat
reasonably slow government responsiveness. Governments have been characterized as “big elephants” for a long
time. They move slowly, and sometimes their bureaucratic style is controlled by their political nature and context.
This makes them the slowest and very last adopters of a given technology hype. Once governments implement a
technology, it stays there for long. This is not the case in the private sector, where they tend to sustain and develop
such technologies, and plan for incremental breakthroughs. However, despite the excuses we use, disruptive
innovations are turning things around. Figure 8 depicts the emerging technologies, some of which are expected to
re-shape organizations both in public and private sectors.
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Figure 8. Evolving Technologies According to Gartner Research

From a different standpoint, the decentralized approach of implementation has opened room for diverse interests in
dissimilar technologies to be adopted in the government sector. Each organization has its own standpoint and view of
sustaining or disruptive innovation adoption. The level of responsiveness varies greatly from one to another
government organization. Each government organization may have its own technological implementation and
readiness level. The complexity arises when different and silo systems need to talk to each other, but are confronted
with a reality that makes this a nightmare. In other words, the integration of systems, be they vertical or horizontal,
becomes a moving target because of interoperability, (non)-standardization, and other network effects (Cave and
Simmons, 2007).

This is perhaps why e-government is facing difficulty in moving up the development phases of vertical and
horizontal integration levels, at least from a technical perspective. Having said that, the next section provides an
overview of some critical technological trends that governments need to take into account in their e-government
plans. These have considerable implications for practitioners in the field of e-government.

3. Technology Trends

Technological developments are driving e-governments to address growing citizens demand for 'better government'
in terms of convenience, accessibility, efficiency, effectiveness of government operations. The recently published
reports by Deloitte and International Data Corporation (IDC) indicate the need to pay higher attention to five
technological hype cycles: social, mobile, analytics, cloud and cyber technologies (Deloitte, 2013; IDC 2013). The
reports also indicate that these are likely to converge in the short future and contribute towards having the most
significant impact on businesses. These are discussed next subsequently.
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Figure 9. Socially Driven Business Process Reengineering Cycle

The traditional concept of business process re-engineering (BPR) focuses on the analysis and re-design of workflows
and processes within an organization (Hammer & Champy, 1993). Much of the earlier BPR initiatives leveraged
information technology to automate manual tasks, and/or to minimize processes in order to attain dramatic
improvement in critical performance measures, such as cost, quality, service, and speed. Recent developments in the
field of technology are shifting the focus of BPR initiatives to not only aim merely on the optimization of existing
processes and applications, but also to the innovation possibilities through the use of social media technologies
(Thames, 2011). See also Figure 9.

Social BPR leverages social tools and automation of collaboration to integrate the output of collaborative (human)
steps to enhance process output (Thames, 2011). It focuses not only on efficiencies but also on maximizing the value
of process output. Social BPR recognizes that the output of business processes can be significantly improved if the
process can harness the power of collaborative and conversational activities between parties that have logical input
into the process. This is to say that social tools provide new capabilities like capturing, analyzing, and
accommodating conversational steps that can be integrated into core business processes. Social reengineering by
design is about creating new ways to motivate employees and customers, and reshaping the content and context of
work to improve business performance (Ferguson, 2013). It is a course driven by mindshare and engagement with a
more enlightened, user-centric approach to problem-solving and knowledge management (Clifford, 2013; Davenport
& Patil, 2013; Raftery, 2013).

Governments need to pay more attention to aspects of social tools to once again re-engineer their processes, systems,
and the overall organization. Social platforms can be used to fundamentally change the hierarchal and bureaucratic
approaches in government agencies, e.g., how the work gets done, solutions are reached, and innovation is stirred
(Bornstein, 2013). The ultimate goal of social re-engineering should be directed towards reducing silos and
systematically putting data, people, and processes in the operational contest in communication (Manifesto, 1999).
Social collaboration approaches and tools have the potential to play a vital role to support e-government progress. As
such, governments need to embark on social-based business processes and re-engineering initiatives to address
business improvement opportunities.

3.2 Mobile Adoption Era

Mobile government (or m-government, referring to the extension of e-government to mobile platforms) is an
important area of practice to improve the productivity of public services and the responsiveness of government
(McMillan, 2010). The hi-tech and fast-moving innovation engine in the mobile industry is re-shaping business
operating models and marketplaces. Mobile phones and smart devices are spreading ubiquitously as portable mini
computers across the planet (Perez, 2012). Global mobile penetration grew ten-fold in the last 10 years and is likely
to reach almost 100% by 2018 (Rannu, 2010).

A study by Morgan Stanley reports that by 2014, internet access through handheld devices will surpass laptops and
desktops (Meeker, 2010). See also Figure 10. Forbes points out that smartphones and tablets are progressively
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becoming the “remote control” of the world (Olson, 2013). The following two sections will outline two trends of
mobility that are considered to be adding significant value to e-government services.

Global Mobile vs. Desktop Internet user Projection, 2007 - 2015
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Figure 10. Mobile and Desktop Internet Users
Source: Meeker (2010)
3.2.1 Mobile Applications (mobile apps)

Mobile applications (mobile apps). Mobile application (or mobile app) is a software application designed to run on
smartphones, tablet computers, and other mobile devices. The term app is becoming popular as its usage has become
increasingly prevalent across mobile phone users (Ludwig, 2012). Market research shows an increase in mobile app
adoption in recent years (Hughan, 2013; Ludwig, 2012). It is estimated that 1.2 billion people worldwide were using
mobile apps at the end of 2012 and this number is forecasted to grow to 4.4 billion users by 2017 (Whitfield, 2013).
See also Table 2.

Table 2. Users of Mobile Apps Worldwide by Region, 2012-2017

Region 2012 2013 2017
App users worldwide 1.2 billion N/A 4.4 billion
Asia Pacific 30% 32% 47%
Europe 29% 28% 21%
North America 18% 17% 10%
Middle East & Africa 14% 13% 12%
Latin America 9% 10% 10%

Source: Whitfield (2013)

There are serious implications for governments and businesses in this domain. Mobile apps allow the leverage of
nearly infinite resources of information and services. It is important to consider mobile apps as a central part of the
e-government strategy to benefit from the opportunity of engaging new, constantly connected citizens. Governments
could leverage the growing network of mobile citizens to improve the delivery of convenient and highly efficient
public services (Su et al., 2010). In Australia, the share of citizens using mobile devices to interact with government
doubled in just two years, with 35% of them using a mobile app at least monthly (Grandy & Newman, 2013). Mobile
devices are the today’s “killer” solutions for e-government to connect with those who were left behind in the digital

gap.
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3.2.2 BYOD and CYOD

In enterprise terms, concepts like bring your own device (BYOD) and choose your own device (CYOD) are
prompting changes in the patterns in enterprise application development (Hayes & Kotwica, 2013). BYOD is where
people can bring their own personal devices such as laptops, tablets, and smart phones to access corporate networks
and data. CYOD is where employees choose from a pre-approved list of devices, owned by the company, but can be
used from anywhere. Both concepts are viewed to enable organizations to take advantage of new technology faster,
and have the potential to reduce traditional hardware costs and improve organizational productivity and flexibility
(Azoff, 2013). Despite the security concerns, it is indicated that it would be nearly impossible to prevent BYOD from
occurring, and that the only option is to try to manage the risks posed by it (Barbier et al., 2012; Drury & Absalom,
2013; Wiech, 2013).

Solutions like mobile device management (MDM) address much of the concerns related to data security, policy, and
integration (Redman et al., 2011). MDM solutions allow agencies to have much tighter control on how smartphones
and tablets are used to conduct official business (Klett & Kersten, 2012). Most MDM solutions prevent unauthorized
devices from accessing a network, allow phones to be remotely disabled, and can be used to deploy enterprise
applications (Johnson, 2011).

Once again, governments need to take advantage of mobility and develop a phased approach to build an ecosystem
that supports BYOD plans. Government employees, similar to their colleagues in other sectors, will continue to add
devices to the corporate network to make their jobs more efficient and enjoyable. Therefore, organizations must plan
for this legally, operationally, and culturally (Symantec, 2012).

We strongly believe that more government agencies will start implementing policies for dealing with both
corporate-owned and personally-owned devices to address needs of workers for reliable access from anywhere at any
time, who can stay connected and productive outside normal business hours (see also Abdul, 2013). Figure 11 depicts
the results of a survey conducted by Aruba Network in 2012 that revealed growing interest in the development and
implementation of the BYOD phenomenon in private and public sector organizations across Europe, the Middle-East,
and Africa (EMEA). The study indicated that organizations are taking considerable steps towards BYOD adoption.
Of those organizations polled, 69% allowed some form of BYOD, ranging from strictly limited to internet
connectivity, to some access to corporate applications on employee-owned devices. In short, BYOD is not an option
to 1gnore.
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Middle East Nordics
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Figure 11. Growing Interest in BYOD Across EMEA Countries
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3.3 Cloud Computing

Cloud computing appears to be a transformative change and a revolutionary concept for many businesses,
governments, and citizens (Collier, 2012). Cloud computing is “a model for enabling ubiquitous, convenient, on
demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal management effort or service
provider interaction” (NIST, 2010). The concept itself has a huge impact on cost savings, operations improvements,
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and scalability (Erl et al., 2013). According to Gather, by 2012, 20% of businesses have adopted cloud services and
owned no IT assets (Veljanovska & Zdravevska, 2013).

Cloud computing emphasizes a shift from stand-alone legacy systems to integrated public and private cloud
computing solutions. Tables 3 provides the service models enabled by cloud computing.

Table 3. Cloud Computing Service Models

Cloud Service Description
Infrastructure as a Service IaaS provides the consumer with the capability for provision
(IaaS) processing, storage, networks, and other fundamental computing

resources, and allows the consumer to deploy and run arbitrary
software, which can include operating systems and applications.

Platform as a Service (PaaS) PaaS provides the consumer with the capability to deploy
consumer-created or acquired applications, which are produced
using programming languages and tools supported by the provider,
onto the cloud infrastructure.

Software as a Service SaaS provides the consumer with the capability to use the provider’s

(SaaS) applications, running on a cloud infrastructure. The applications are
accessible from various client devices, through a thin client
interface, such as a web browser (e.g., web-based email).

Source: Simi¢ et al. (2012)

In e-government terms, cloud provides a solid foundation for the introduction of widespread provision of services to
various stakeholders (Simi¢ et al., 2012). Applications designed using the principles of service-oriented architecture
and deployed in cloud architectures will help governments to reduce operational costs and radically scale the
delivery of services (Simi¢ et al., 2012). Cloud architectures is argued to have the potential to accelerate the adoption
and use of e-government and e-services (Mukherjee & Sahoo, 2010; Naseem, 2012; Veljanovska & Zdravevska,
2013).

Migration towards cloud-based services is becoming an option which must be implemented. It is becoming more
viable as citizens demand more timely and cost effective e-government services. The “cloud of public services”
should be viewed by governments as a catalyst for e-government development, and as a means to attain higher levels
of productivity and innovation.

3.4 Big Data

With the ever increasing and explosive amount of data in today’s world, the ability to analyze large data sets has the
potential to fuel new waves of productivity, growth, innovation, and have a dramatic impact on the economy,
scientific field, and society at large (Mayer-Schonberger & Cukier, 2013). The term big data has come to refer to
these very large datasets. It also refers to the analytical capabilities to process and gain deeper insights from such
datasets. The concept is not new, but the terminology of big data and its modern definition are relatively novel.

According to research conducted by McKinsey Global Institute, big data has the potential to generate substantial
annual value in various sectors: $300 billion to U.S. health care, €250 billion to Europe’s public sector administration,
and $600 billion in consumer surplus from using personal location data globally (Manyika et al., 2011). Big data
emphasizes a shift from basic analytics to sophisticated visualization, where attention is given to pattern discovery to
making real meaning and value. The emphasis is on enabling data-driven decision-making, which should in turn
enable faster speed to value, and should have a positive impact on the public sector (Simon, 2013; Yiu, 2012).

In e-government terms, big data analysis presents enormous opportunities for governments to improve the way in
which services are delivered to citizens and to businesses, and to make better, targeted use of the limited resources
governments have today (Bender, 2013). Research suggests that big data strategies are “the defining element to
unlocking the potential” of growing mountains of information and overcoming the diverse challenges (Konkel, 2003).
Figure 12 depicts some of the major challenges associated with big data, as per a survey conducted by the
Government Business Council in 2013. The challenges reported in the survey included a lack of adequate resources
(61%), lack of data visibility (55%), misaligned budget priorities (50%), and technological barriers to accessing data
(49%).
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Figure 12. Challenges Associated with Big Data
Source: Government Business Council (2013)

From an e-government perspective, big data can play a critical role in paving the way for more focused and
evidence-based policy design and service implementation (Archer, 2003). However, there is a clear need for a big
data strategy to enhance cross-agency data analytic capability (Cattie & Riper, 2013). Big data strategies should be
designed to enable governments to build knowledge and generate growth. Strategy initiatives need to focus on (1)
delivering more personalized public services that are tailored to meet citizens’ needs and preferences, and (2)
improved productivity as resources can be directed towards projects with greater confidence of the outcome.

Big data promises to bring fundamental change to government work. Governments need to capitalize on the power of
big data to generate insights for capitalizing on new opportunities to transform government and society itself, a
similar objective of what e-government attempts to achieve.

3.5 Cyberspace: The Issue of Security and Privacy

Communication is one of the foremost mediums that has unquestionably been influenced by the invention of the
Internet. Without a doubt, earlier outlined technologies will use the Internet as a platform for communication.

It is critical to that for technological trends outlined in this article to evolve, security and privacy must remain the
largest issues today in the cyber world (Ponemon, 2012). The notion that “as long as you are connected, that
connection can go both ways” has its own psychological impact on the progress of e-government, and public
acceptance and participation.

A study developed by Norton in 2013 revealed that the annual cost of cybercrime exceeded $388 billion (Norton,
2013). See also Figure 13. More than 556 million people from 24 countries were victimized by cybercrime according
to the same study. Emerging technologies including mobile and cloud computing that have recently insinuated into
corporate spheres, blending personal and professional communication, were reported to have opened up new security

impacts (Detica, 2011).
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Figure 13. Cybercrime Source: Norton (2012)
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As more and more devices and technologies are getting ubiquitously connected and widespread, threats against
nations’ critical infrastructures are mounting too. Establishing trust is therefore critical not only for the development
of e-government, but also for the successful convergence and evolution of the earlier-outlined four forces.

Trust is defined as “confidence in or reliance on some quality or attribute of a person or thing, or the truth in a
statement” (Furman, 2009). In an earlier study that we have conducted, we found that establishing trust and security
in online environments were among the primary reported impediments to e-government development (Al-Khouri &
Bal, 2007). It is widely argued that building trust is a gateway for new service paradigms to emerge, thereby
developing passive citizen participation into active citizen participation in public service delivery (van Duivenboden,
2002).

Commercially, there are hundreds of products and solutions that are designed to optimize trust, and are widely used
in private sector. However, in the e-government context, trust is more talked about but less practiced. Trust is
envisaged to be very much associated with the ability to develop a robust identity management system to identify
and authenticate individual identities in physical and virtual environments.

Establishing trust through advanced identity management is considered fundamental to unleash the opportunities
posed by the technological trends outlined in this article or any other ones. The next section will shed light on some
government practices worldwide.

4. National Identity Management Infrastructure

Many governments around the world have initiated advanced identity management infrastructures to support citizen
identification and authentication needs (Al-Khouri, 2012). Some of the advanced programs produce secure IDs to
encourage users to be engaged more actively and more expansively in the digital world (Al-Khouri, 2012b). For
instance, countries like Estonia, Belgium, and UAE create digital identity profiles for their citizens, packaged in a
secure smart card. This provides advanced capabilities such as those presented in Figure 14.

) UAE Identity
< Card
Digital Time Digital Identity
Stamp Certificate
—) Ne——

- 2 -

b el ‘ 1)
Digital
Signature PIN

\\:1
PKI One Time
Cryptography Password

dii
Fingerprint
biometric
Figure 14. Modern Smart Identity Card Capabilities

Modern identity cards are designed to provide multi-factor authentication capabilities. This should in turn provide
higher levels of protection to individuals’ security and privacy needs. With such infrastructure, e-government service
providers are given verification and authentication services to enable secure remote transactions. Service seekers
would remain anonymous on the Web, as only digital certificates or biometrics would be used to establish credential
verification. Interestingly, some countries have already started extending their identity management infrastructures to
include initiatives related to mobile identity.

Currently, Finland, South Korea, and Singapore are known to have m-enabled government services. They also use
NFC (Note 1) technology for transactions on mobile devices (generally for m-wallet). Oman is trying to implement
this and Saudi Arabia and Qatar are in the planning stages. The United States, the United Kingdom, France, and
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Germany have e-commerce transactions using NFC in the retail industry to enable m-payments.

However, NFC-based authentication has not been used by anyone so far—especially in conjunction with a national
ID. The issue has been that most of the countries that have implemented NFC-based mobile transactions have not
used any national ID system and are instead driven by commercial needs. The UAE government has recently started
taking a lead in this particular domain.

UAE is currently working to enable all its government services through mobile and smart devices by 2015
(Al-Khouri, 2012). It is trialing NFC-enabled authentication methods based on its national identity card to support
the transformation process. The UAE has just enrolled all its legal residents and citizen population and issued them
with smart identity biometric and PKI-based cards.

The UAE smart card is a hybrid card with contact and contactless features. The contactless feature enables NFC
capabilities and allows smart phones to communicate securely with the national ID card. The rollout of the mobile ID
authentication using the national ID card is planned in three phases:

1. A mobile ID application that is downloadable from an online portal.
2. A SIM-loadable mobile ID applet with the mobile PKI.

3. Using the PKI credentials in the ID card for authentication on the mobile devices.
The UAE implementation provides a highly secure ID management and user and device authentication mechanisms

in mobile transactions. Figure 14 depicts a high level framework which shows how the NFC solution will be
implemented.

The next section will provide a short discussion and reflection on areas surrounding the implementation and progress
of e-government.
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Figure 14. UAE NFC Mobile Government Authentication Concept
5. Reflection

The outlined technological developments are important matters for policymakers and practitioners in the field of
e-government. Social media have empowered citizens in ways never seen before, increasing the influence that
customers can bring to bear on important issues (Thys & Lacourt, 2013). Electronic transactions and services are also
subject to this unforgiving scrutiny, so getting it right is vital (Thys & Lacourt, 2013). Mobile technologies will
indeed change the way governments deliver services. Government practices and trials of NFC technologies in service
delivery are likely to promote new innovations. Modern identity management systems have the potential to play a
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key role in enabling delivery of services over smart mobile phones. The case of the UAE is likely to solve the
endemic problem of identity in the mobile domain. We would expect more governments to follow suit and
implement similar projects.

However, it is important that we do not mix up technological developments and the role of e-government. Indeed,
technologies will continue to evolve at a faster pace than what can be practiced in government domains. Practitioners
should not look at e-government from a purely technical window. E-government should be viewed as being about
citizen well-being and prosperity. There are two points that are critical to comprehend in this regard. These are
related to the concepts of citizen centricity and the approach of e-government implementation, which are discussed in
the following two sub-sections.

5.1 Citizen Centricity

E-Government should be an electronic representation of the conventional government service delivery system.
Besides, all governance systems and processes should be reflected in the e-government systems as in normal
government processes. Yet, for e-government to succeed, it is essential that the identity of service-seekers and
beneficiaries be protected and that trust in transactions be established securely. See also Figure 15. Without this,
e-government initiatives will face challenging times to progress forward.

Conventional
Government

Citizen Government
Identity Processes

Figure 15. Conventional and Electronic Government

It is also critical to comprehend the evolving government structures, where citizens should come at the heart of the
design when e-government is constructed. The historic focus on technology has overshadowed the organizational,
structural, and cultural changes needed in the public sector (OECD, 2009). Citizen-centric service involves designing
of services from citizens’ point of view rather than of the government agencies. See also Figure 16.

The traditional bureaucratic silo systems approach would not support such endeavors (Chakravarti & Venugopal,
2008). User centricity is not simply about facilitating interactions and making processes and information more
accessible to citizens; it is more about an alignment of government work with citizen needs to create economic and

social public welfare.
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5.2 Centralized vs. De-Centralized e-Government

Another point here is related to the notion of a centralized e-government or a decentralized approach. We tend to
subscribe to the notion of a centralized e-government authority that should direct and implement an e-government
model for a country to achieve a good level of success. If we examine the nature of governments and the government
models themselves, we see that they are decentralized in nature.

A government is built on the blocks of a local self-government where governance at its grassroots levels is the village
or small community. The different forms of government (democratic, monarchy, dictatorial, communist, etc.) are
then at a federal or a central level. Any policy or regulation is from the center, and the implementation is local.

This thus presents a strong case for a central e-government authority. When government itself is central in nature,
why are we attempting to create e-government in a decentralized way, where planning, regulation, and
implementation are all decentralized? This comes across as rather oxymoronic and self-contradicting. This leads us
to believe that it is one of the major reasons for the failure of e-governments in many countries.

Heeks (2002, 2003, 2006) presented an e-government failure model as a design-reality gap using seven factors
(ITPOSMO: information, technology, processes, objectives, staffing, management systems, and other resources).
This is probably the only scientific work done in this domain, but it looks at the e-government failure purely from an
implementation perspective. See also Figure 17.
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Figure 17. e-Government Failure Model
Source: Heeks (2006)

While this model is still valid at the implementation level, it does not seem to address the hierarchy of the
government and government structure. A central e-government entity (similar to the central government) does seem
to be a very good solution. This entity would design the e-government, implying policymaking, regulation,
standardizing, and more importantly be responsible for compliance. Thus, this entity would define the
meta-processes and meta-services for e-government, much like the central government.

This would be the blueprint for the country and thus this central entity would manage the gap that is presented in
Heeks model in ensuring that e-government implementation is taken to the grassroots of governance where the
citizen is the focus. Thus the much-touted citizen inclusion and empowerment becomes a reality. See also Figure 18.
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6. Concluding Remarks

This article attempted to shed light on some important technological developments that governments need to
consider in their e-government strategies and implementation programs. The thoughts presented around these
technologies, and the short overview of government implementations in the field of identity management, should be
used as a basis for developing a more enriched context to guide practice domains. Indeed,
empirical research is imperative to develop more comprehensive understanding and further support the existing body
of knowledge.

Overall, e-government is to a great extent associated with the evolving nature of information and communication
technologies, which have a consequent impact on the integration and orchestration of services in the digital world.
Governments need to shift their orientation from systems to capabilities development, and from merely solving
technical issues to creating business impact. Undoubtedly, fragmented legacy IT processes and systems will typically
hinder organizational efforts to effectively deliver on business needs. Governments need to re-think public sector
jobs in order to keep up with the pace of change and growing technological options. Governments may need to
re-invent their businesses, and technology will indeed play a strategic role. However, the road ahead is likely to be
very sloppy!

The world we live in today is full of uncertainties and our view of the future is getting foggier as we move forward in
time. Hierarchical structures that may have worked at some times in the past are not applicable today. See Figure 19.
The world today is more chaotic, where instability is the status quo and the comfort zone in which we live and
operate.

HIRARCHY COMMUNITY MARKET

Complete Control Edge of chaos chaos

Degree of Openess

Degree of stability

Figure 19. Changing Market Structures
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With such challenges, governments need to change its thinking hat. To truly reap the potential promises of the
knowledge economy, governments need to focus more on research and development. This should in turn fuel
innovation and improve the scale and magnitude of change needed in light of mind-boggling technological
developments.

Governments need to take into consideration the three dimensions of change associated with any new technology:
long-term versus short-term impact, big versus little shifts, and technocratic versus political and institutional
alterations (West, 2004). Given the complexity of change assessments, it is indeed a difficult exercise to determine
how much innovation and how long a period of time is required before something can be considered a “complete
change in character, and condition,” something that is classically defined as a transformation (West, 2004).

In simple terms, there are five phases of e-government transformation that practitioners need to comprehend, as
depicted in Figure 20. Essentially, governments start with a presence on an electronic channel, disseminating
information. They move through the maturity stages to reach a utopic state where the citizens are fully empowered
and are fully participative in the governing process. While this ideal state is far from reality, the information,
interaction, transaction, and involvement stages are a reality within the grasp of implementation. While the level of
involvement itself is a function of the type of government in place in a country and is political in nature, the other
three stages—information, interaction, and transaction—are commercial in nature and are driven by economic

considerations.
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Figure 20. e-Government Transformation Phases

Having said that, we need to spend some quality time to try to teach those around us that e-government is not just
about enabling existing processes and using digital means, but rather about rethinking and transforming the ways
government institutions operate, with the citizens’ benefits and expectations at the core of such re-conceptualization
(Capannelli, 2013). Only then may see some success stories of electronic services and transactions crossing
boundaries of different government institutions, agencies, and departments. We should also then see some similar
stories of vertical and horizontal integration between government systems. Until then, let us do the homework of
changing the mindsets of those around us!

6.1 Limitations & Directions for Future Research

The impact of technological development trends and the concept of mobility will have significant impacts on how
businesses in both government and the private sector are designed and perform. The ultimate goal in the field of
practice will always be focused on achieving higher levels of responsiveness, efficiency, and effectiveness. In light of
the evolving technological enablers, the game of change for the better and hence the continuous development of
efforts will never end. To avoid re-inventing the wheel, governments and private sector organizations need to share
and publish more insightful data about their practices but in a more useful way, i.e., not limiting their reports and
published articles to show only the rosy side of what was successfully implemented. Also, organizations must aim to
build a more comprehensive body of knowledge around the field of practice. There are few qualitative case studies
from within organizations specifically in the government sector. This raises a call for further research and
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investigation. Future research, for example, could be conducted in order to verify the trends identified in this study.
Conceivably, some more qualitative case studies of government practices from both emerged and emerging market
countries will be useful. Perhaps research from emerging markets is more appealing as organizations in these
countries are likely to be interested in innovation and creativity to better position themselves for economic
competitiveness and growth.
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Note

Note 1. NFC is an abbreviation for Near Field Communication, and is a technology in smart phones that can enable
contactless transactions and other data exchange with a variety of devices.
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